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 � Add the Operators

 � Create the Operator Profiles

 � Assign Operator Privileges

System operators often have different roles in managing and monitoring the security software application. 
Therefore, the operators are limited to the specific tasks they will be performing within the system. DNA 
Fusion is designed to accommodate a range of application access levels by using operator levels, passwords, 
and operator privileges. This chapter will show you how to add and modify system operators, configure 
operator profiles, and assign privileges to those operators. 

Configuring Operators 

Adding an Operator 
1. Select DNA / Administrative / Operator Maintenance / Operator Privileges from the Main Menu.

OR
Open the Operator Browser and double-click the Operators object.
OR
Click the DNA Properties button on the Standard Toolbar and select Edit Operators.
The Operator Privileges Editor dialog appears.

2. Click the New Operator button.
The Password Verification dialog opens.
If Use Strong Passwords is checked in the DNA Properties dialog, the Password
Verification screen will display the required parameters as well.

3. Enter a name in the Operator field.
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4. Enter a Password.
If Use Strong Passwords is checked, the password must contain a lowercase letter,
an uppercase letter, a punctuation character, a numeric character, and meet the
minimum 8-character length requirement.

5. Re-enter the password in the Verification field.

6. If desired, check the Force operator to change his/her password on first login checkbox.

7. Click the Add Operator button.
The Operator is added to the Operator Name drop-down list.

8. Select an Operator Profile to assign to the selected operator.
The Operator Profile determines the privileges that the operator will have within DNA Fusion. See page 2-5
for more information.

9. Select the Operator Environment from the drop-down list.
The Operator Environment is the view that the operator will have upon logging in to DNA Fusion. If any
setting other than Local Environment is selected, the view will be pulled from the database. See page
4-19 in the DNA Fusion User Manual for information on configuring Operator Environments.

10. If Local Environment was selected in the Operator Environment field, select the Operator View Setting
from the drop-down list.
The Operator View Setting is stored in the local registry and refers to the setting that will be displayed
when the selected operator logs in. More information regarding operator views can be found on page
4-19 in the DNA Fusion User Manual.

11. Click Apply Changes or OK to save the changes.

Removing an Operator 
1. Open the Edit Operator dialog.

2. Select the Operator Name from the drop-down list.

3. Click the Remove Operator button.
A dialog will appear to confirm the deletion.

Changing an Operator’s Password 
1. Open the Edit Operator dialog.

2. Select the Operator Name from the drop-down list.

3. Click the Reset Password button.
The Password Verification dialog appears.

4. Enter the new password and click OK.
A dialog will appear to confirm the change.

Alternatively, select File / Set Password from the Main Menu to change the password for 
the current operator.
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Configuring Operator Profiles 
The DNA Administrator has the authority to assign permissions and operator levels for all operators. These 
parameters will determine what the operator will be able to view and control or to what he/she will be able 
to respond. 

Adding a Profile 
1. Select DNA / Administrative / Operator Maintenance / Operator Privileges from the Main Menu.

OR
Open the Operator Browser and double-click the Operators option.
OR
Click the DNA Properties button on the Standard Toolbar and select Edit Operators.
The Operator Privileges Editor dialog appears.

2. Select Operator Profiles from the dialog menu.
The Operator Profiles dialog opens.

3. Click the Add New Profile button.
The Add DNA Operator Profile dialog appears.

4. Enter a Profile Name and click the Add button.
The Operator Profile is added to the drop-down list.

5. Configure the Operator Privileges.
See page 2-5 for more information.

Configuring system operators is an administrative task and is only available to system 
administrators. Use caution when configuring operator levels that affect the administrator 
profile so that the account is not locked out of the system entirely. Avoid making any 
changes to the administrator profile. !
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Removing a Profile 
Profiles can be removed if no operators are currently assigned to the profile. 

1. Open the Operator Privileges Editor dialog.

2. Select the Operator Profiles option from the dialog menu.

3. Select the Operator Profile from the drop-down list.

4. Click the Remove Profile button.

The Operator Profile is removed from DNA Fusion.

Editing a Profile 
1. Open the Operator Privileges Editor dialog.

2. Select the Operator Profiles option from the dialog menu.

3. Select the Operator Profile from the drop-down list.

4. Edit the profile.

5. Click the Apply Changes button to save the changes.

If an operator is logged in when a profile is changed, the changes will not take effect until 
the next time the operator logs into DNA.!

The Apply Changes button must be selected in order for changes to be saved. If not,  
changes will be lost when selecting another operator or closing the dialog. If the Apply 
Changes button is NOT selected, DNA Fusion will prompt the operator to save the changes.!
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Assigning Operator Privileges  
1. Open the Operator Profiles dialog as described on page 2-3.

2. Select the desired Operator Profile from the drop-down list.

3. Expand each item in the menu and configure the profile’s specific privileges.

 The Privileges section is where the administrator can configure the various operator permissions to  
determine what the operator can and cannot do within the system. 

 The Privileges section consists of main categories and subcategories. Each item in the privileges tree  
has an Edit Properties option as well as various command/task options. If a command/task is checked,  
the option will be available for any operator(s) assigned the profile. 

To configure the operator privileges, use one of the following methods:

● Configure each sub-item individually using the Edit Properties drop-down menu and checkboxes.

Edit Properties:
 � None - Selecting this option makes the field Hidden so that the operator has no visibility to the

field.
 � Read Only - Selecting this option makes the field Read Only so that the operator can view, but

not edit, the data in the fields.
 � Read-Write - Selecting this option makes the field Read-Write so that the operator can view as well

as edit the data in the fields.

● Configure each category by right-clicking on the category header and selecting an option.

● Configure each sub-category by right-clicking on the subcategory header and selecting an option.

See pages 4-9 through 4-15 in the DNA Fusion User Manual for a complete list of operator 
privileges and their descriptions.

Main Category

Edit Properties

Command/ 
Task Options

Subcategory
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Identifying Card Format Information
DNA Fusion allows the operator to easily identify the bit format and the facility code for an access credential.

1. Present the card to a reader.

2. Open the Events Grid and look at the Event Data for the Access Denied: Invalid Card Format event to
determine the bit format.

3. Assign the generic card format that contains the same bit structure as the card to the controller.
See Assigning a Card Format to the Controller instructions below.
In the example above, the operator would select the HID 26 BIT With FC.

4. Present the same card to the reader a second time.

5. Check the Event Data for the Access Denied: Facility Code event to determine the Facility Code (FC).

6. Create the card format by following the instructions on page 3-17 for Copying a Card Format.

7. Assign the newly created card format to the controller.
See Assigning a Card Format below.
Overwrite or delete the generic card format added in step 3.

8. Download the changes to the controller.

Assigning a Card Format to the Controller
Up to eight card formats (0-7) may be active simultaneously for each controller. Multiple card formats allow 
the operator to use facility codes or different data lengths, as is frequently encountered in large corporate 
systems.

1. In the Hardware Browser, right-click on the Controller and select Properties from the context menu.
The Controller Properties dialog opens.

2. Select Cards and Dual Comm from the dialog menu.

3. Select the desired formats (0-7) from the Card Formats (Assets) drop-down fields.

4. Click OK to save the formats to the controller.
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 � Add Time Schedules & Time Sets

 � Add Holidays & Holiday Sets

Time Schedules are predetermined time blocks that can be used to control access and automated operations 
in DNA Fusion. They can be linked to access levels to regulate at what time a cardholder is allowed to access 
an entry point(s). Time schedules can also be used in conjunction with triggers to initiate predefined system 
actions, known as macros. When linked to time schedules, certain devices will change behavior based on 
different times of the day or week.

A Holiday Type can be associated with a time schedule to permit exceptions to the normal schedule. For 
example, a schedule that is applied to a door could contain an exception for observed holidays so that the 
door would not unlock on specific holidays.

Configuring Time Schedules
Time schedules are defined time ranges and associated days of the week that are stored in the controller 
to regulate access control. A time schedule consists of up to 12 time intervals. Each interval consists of a 
“begin” and “end” time as well as an option to associate holidays with the schedule.

Each controller, by default, can store up to 255 time schedules. All time schedules are stored remotely at the 
controller once downloaded (along with personnel information and access levels).

Adding a Time Schedule

1. Click the Time Schedules button on the Standard Toolbar.
The Time Schedules Browser opens.

2. Right-click in the Time Schedules Browser and select New Time Schedule.
The Time Intervals dialog appears.
If the time schedule was added to a time schedule set, the Set Name
will be displayed. See page 4-5 for information on sets.

3. Select a Schedule Number from the drop-down list.
Each time schedule is designated by a unique time schedule number.
The system automatically assigns the next available time schedule
number.

4. Select a Mode from the drop-down list.
● Off - Deactivates the time schedule. No access will be granted.
● On - Activates the time schedule 24/7 regardless of the days and

times specified. Access will be granted regardless of the time
specified.

● Scan - (Default) This is the standard setting. The system continually checks to see which time
schedules are to be activated, and then activates them. Access will be granted per the scheduled
time interval(s).
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5. Enter a Description for the time schedule.
Typically, this description should give the user an idea of what time ranges the schedule addresses or
the schedule’s purpose, e.g. Working Hrs 8a-5p or Front Door Unlock Schedule.

6. If desired, select a Template to apply to the new time schedule.

7. Configure the time schedule interval(s).
Each time schedule is comprised of twelve (12) possible intervals. An interval consists of a Begin and
End Time, the days of the week that the time schedule will be active, and a place to determine if the
schedule will be active during defined holidays. A time schedule must have at least one interval defined
to be valid.
A time schedule interval can be created using one of two methods:

● Manual Entry - Click the Tables button at the bottom-right corner of the dialog. Enter the Begin and
End times using military time designations (00:00-23:59) in the fields for the appropriate interval.
Assign the time interval to given days of the week by checking the desired weekday box(es). This is
the most accurate entry method.
The last box for each interval is labeled H. When checked, it will activate the time schedule for the
specified time range on days that have been defined as holidays.

● Graphical Entry - Create the first interval by placing your mouse cursor below the
appropriate day of the week at the Begin time. Click and drag the control downward
to the End time. A tooltip will display the time range and number of hours between the
begin and end times.

8. If time was entered in the Holiday (H) column, select the Holiday Types to associate with the time
schedule.
Verify that you have associated a time range to the Holiday by entering a time
range in the HOL/H field. See page 4-7 for more information on Holiday Types.

9. Click Save to save the new time schedule.

Downloading Time Schedules
Time schedules must be downloaded to the controller to take effect. This can be done for all defined time 
schedules or for individual schedules. Once the download is complete, the time schedule(s) can be controlled 
from the host.

To download all time schedules:

1. Right-click in the Time Schedules Browser and select Download from the context menu.
The time schedules are downloaded to the controller.

To download an individual time schedule: 

1. In the Time Schedules Browser, right-click on the desired Time Schedule and select Download from the
context menu.
The time schedule is downloaded to the controller.

If a time schedule needs to span midnight, you will need to end at 11:59 p.m. (23:59) 
and begin the next day at 12:00 a.m. (00:00). This will provide seamless coverage.  

A NOTE ABOUT HOLIDAYS: If holidays are configured in the system, DNA will treat 
those days differently and will check the HOL/H column for the time schedule on 
designated holidays. If there is time in the column, the schedule will become active on 
holidays (if assigned to an access level, access will be granted and doors will unlock if 
based on the time schedule). If there is no time in the column, the schedule will stay 
inactive during the holiday (if assigned to an access level, no access will be granted 
and doors will not unlock if based on the time schedule).
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Editing a Time Schedule
1. Right-click on the Time Schedule and select Properties.

The Time Intervals dialog opens.

2. Edit the time schedule.

3. Click OK to save the changes.
The time schedule is updated.

Deleting a Time Schedule
1. Right-click on the Time Schedule and select Remove.

A confirmation dialog will appear.

2. Click Yes to confirm the deletion.
The time schedule is removed from the list.
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Time Schedule Sets
A time schedule set allows you to establish numerous time schedules and assign them to a specific 
controller(s). The controller will then be limited to the time schedules that are in the assigned set. Keep in 
mind that each controller can have a maximum of 255 time schedules.

If a time schedule set is not specified, all time schedules listed under the Default tree object will be downloaded 
to the controller.

Creating a Time Schedule Set
1. Right-click in the Time Schedules Browser and select New Time Set from the context menu.

The Time Schedule and Holiday Sets Editor dialog opens.

2. Select a Set Number that will be used to identify the time schedule set.
The next available number populates in the field by default.

3. Enter a Description for the set.

4. Click OK to save the set.

Adding Time Schedules to a Set
Time schedules can be added to a set using three methods: copy an existing time schedule, drag and drop 
an existing time schedule, or create a new schedule specific to the set. 

Copy a Time Schedule
1. Expand the Time Schedules object to reveal the available time schedules.

2. Select the desired time schedule(s).
Press and hold the Ctrl or Shift key to select multiple time schedules.

3. Right-click on the schedule(s) and select Copy to Set.

4. Select the desired Set.
The Time Schedule(s) appear in the specified set.

5. Right-click in the Time Schedules Browser and select Download.

After a time schedule set is configured, saved, and downloaded, it will appear in the 
Controller Properties dialog under the Time Schedule Set drop-down list. The drop-down field 
indicates which set of time schedules the controller will observe. See page 4-6 for more 
information.!
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Drag and Drop a Time Schedule
1. Expand the Time Schedules tree object to reveal the available time schedules.

2. Expand the Time Schedule Sets tree object to display all the individual sets.

3. Select the desired time schedule(s).
Press and hold the Ctrl or Shift key to select multiple time schedules.

4. Drag and drop the desired Time Schedules to the desired Time Schedule Set.
The Time Schedule(s) appear in the specified set.

5. Right-click in the Time Schedules explorer and select Download.

Create a Set-Specific Time Schedule
1. Right-click on the desired Time Schedule Set and select New Time Schedule.

The Time Intervals dialog opens with the Set Name listed.

2. Create the Time Schedule.
See page 4-1 for more information.

Adding the Time Schedule Set to a Controller 
1. In the Hardware Browser, right-click on the desired Controller and select Properties.

The Controller Properties dialog opens.

2. Select the Time Schedule Set from the drop-down and click OK to save the dialog.
The Time Schedule Set is assigned to the controller.

Removing Time Schedules from a Set
1. In the Time Schedules Browser, right-click on the desired Time Schedule under the Time Schedule Set.

2. Select Remove Schedule From Set from the context menu.
A confirmation dialog will appear.

3. Click Yes to confirm the deletion.
The Time Schedule is removed from the set.

Deleting a Time Schedule Set
1. Right-click on the selected Time Schedule Set in the Time Schedules Browser.

2. Select Remove Time Set from the context menu.
A confirmation dialog will appear.

3. Click Yes to confirm the deletion.
The Time Schedule Set is removed from the list.
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Configuring Holidays
The operator can establish up to 255 different holidays in DNA Fusion. When a day is specified as a holiday, it 
is treated differently by the system than a regular day (M-Su). Holidays are defined by the date and duration 
of the holiday as well as their assigned type.

Users will often create holidays if their facility runs on an entirely different schedule during these days. For 
example, if a manufacturing plant is closed on Thanksgiving Day, the manager may not want the front doors 
to unlock as they do during regular business hours. Therefore, he/she would establish Thanksgiving Day as 
a holiday, but would not indicate any time in the Holiday column in the door unlock time schedule.

How Holidays & Time Schedules Work
Holidays and time schedules share a special relationship. At midnight, the system checks to see if the day is 
designated as a holiday. If it is, the system checks the time schedules to see which schedules have holiday 
time (HOL). If a time schedule has time in the Holiday column, the system verifies that the Holiday Type(s) 
checked for that time schedule correspond(s) with the Holiday Type designated for the holiday itself. If it 
does, that time will become active based on the time interval configured in the Holiday column of the time 
schedule.

Adding a Holiday
1. Select the Holidays tab in the Time Schedules Browser.

2. Click the “+” sign to expand the holiday tree(s).

● Gray text – The holiday date has already occurred.

● Red text – The holiday date is today.

● Black text – The holiday date is in the future.

3. Right-click inside the Holidays explorer and select Add Holiday.
The Holidays dialog opens.
A holiday can span up to 365 days. Dates can be selected using the mouse, keyboard, or by manually
choosing the dates. Use caution when selecting Saturday and Sunday, as these days are not generally
part of a holiday schedule.

4. Configure the holiday using one of the four methods below:

● Mouse Selection – Select the date(s) for the holiday. Press and hold the Shift key to select multiple
consecutive dates.

● Auto-Configure – Enter the holiday description in the Find Date by
Name field and click the Search button. If the system recognizes
the holiday, it will auto-populate the Date and Description fields for
the next occurrence. If the holiday is not recognized, the date will
not appear and the holiday will need to be entered manually. Future
holidays can be searched by entering the year after the shortcut.
Shortcuts can be used for various holidays as well. See page 4-8 for
more information.

● Date Range – Enter a date range in the Start Date and End Date
fields.

● Manual Configuration – Select the appropriate day. To view a different month, click on the applicable
arrow in the top left and right corners of the calendar. If more than one day is required, click and
drag the mouse cursor to associate the additional day(s) with the holiday.

5. Select the Holiday Type from the drop-down list.
The holiday types are used to link time schedules with holidays of a certain type. For instance, Type 1
holidays may designate a regular day off while Type 2 holidays are reserved for half-days.

6. Click OK.

7. Right-click in the Holidays explorer and select Download.
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Deleting a Holiday
1. Right-click on the Holiday and select Remove Holiday.

A confirmation dialog will appear.

2. Click Yes to confirm the deletion.
The holiday is removed from the list.

3. Right-click in the Holidays explorer and select Download.

Holiday Shortcuts
Enter one of the following shortcut combinations into the Find Date field and click the Search    button.  
The system will auto-populate the Date and Description fields for the next occurrence.

Shortcut Holiday/Day

X Christmas Day
XE Christmas Eve
E Easter

GF Good Friday
AW Ash Wednesday
H Halloween

NY New Year’s Day
NYE New Year’s Eve
J4 Independence Day (4th of July)

MD Memorial Day
LD Labor Day
VD Veterans Day
CD Columbus Day
TH Thanksgiving
PD Presidents Day
T Today
N Now
Y Yesterday

TM Tomorrow
NW Next Week
N1 Next Sunday
N2 Next Monday
N3 Next Tuesday
N4 Next Wednesday
N5 Next Thursday
N6 Next Friday
N7 Next Saturday
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Holiday Sets
Holiday sets, similar to time schedule sets, allow you to establish numerous holidays and assign them to  
specific controllers. The controller(s) will then be limited to the holidays that are in the assigned holiday set. 

If a holiday set is not specified, all holidays listed under the All tree object will be downloaded to the controller.

Adding a Holiday Set
1. In the Holidays explorer, right-click on an existing Holiday Set and select Add Holiday Set.

OR
Right-click on the Holiday Sets object and select New Holiday Set.
The Time Schedule and Holiday Sets Editor dialog opens.

2. Select a Set Number that will serve to identify the holiday set.
The next available number populates in the field by default.

3. Enter a Description for the set.

4. Click OK to save the set.

Adding Holidays to a Set
1. In the Holidays explorer, right-click on the desired Holiday Set and select Add Holiday to This Set.

The Holidays dialog appears.

2. Configure the Holiday and select OK.
The Holiday is added to the selected Holiday Set.

3. Right-click in the Holidays explorer and select Download.

Adding the Holiday Set to a Controller 
1. In the Hardware Browser, right-click on the desired Controller and select Properties.

The Controller Properties dialog opens.

2. Select the Holiday Set from the drop-down and click OK to save the dialog.
The Holiday Set is assigned to the controller.

Deleting a Holiday Set
1. In the Holidays explorer, right-click on the desired Holiday Set and select Remove Holiday Set.

A confirmation dialog will appear.

2. Click Yes to delete the set.

Removing Holidays from a Set
1. In the Holidays explorer, expand the Holiday Set.

2. Right-click on the desired Holiday and select Remove Holiday.
A confirmation dialog will apear.

3. Click Yes to confirm the deletion.
The holiday is removed from the set.

After a holiday set is configured, saved, and downloaded, it will appear in the Controller 
Properties dialog under the Holiday Set drop-down list. The drop-down field indicates 
which set of holidays the controller will observe. See page 8-48 in the DNA Fusion User 
Manual for more information.



Alternatively, the operator can drag and drop an existing Holiday to the Holiday Set.
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 � Create the Global Access Level

 � Assign the Global Access Level to the Door(s) and/or Elevator(s)

Access levels are entry points (such as doors or elevators) that, when associated with a time schedule/floor 
group and added to a card record, determine when and where the cardholder has access within the system.

Access levels can be added to individual cards or groups of cards in the system. Depending on the setting in 
the Controller Properties / Stored Quantities dialog, each card can be assigned up to 6, 32, or 128 access levels 
per controller. This chapter instructs the operator how to create Global Access Levels and assign them to one 
or more entry points. For information on assigning access levels to a card, see page 7-1.

Configuring Global Access Levels
The DNA Fusion 6.1.0.12 update provides the ability for access levels to span multiple controllers. Global 
Access Level Groups allow doors from multiple controllers to be grouped together.

Creating a Global Access Level Group
Global Access Level Groups allow the operator to group doors and elevators from multiple controllers into 
a common access level. This will allow a cardholder to have access to doors on multiple controllers using a 
single global access level group without the need to create controller-specific access levels.

1. With the Access Levels Browser open, right-click on Access Level Groups and select Add Global Access
Level Group from the context menu.
The Global Access Level dialog opens.

Prior to adding an access level, at least one entry point (door or elevator; see pages 3-9 
and 3-13) and one time schedule (see page 4-1) must be created. If elevators have been 
configured in the system, Floor Groups will need to be created.!

The Quick Start Guide instructions apply to Global Access Levels only. For information on 
creating Legacy Access Levels, see Chapter 6 in the DNA Fusion User Manual.
If using ASSA Abloy Wi-Fi or PoE locks, refer to the instructions for creating Legacy 
Access Levels. The operator can add individual access levels to a Legacy Access Level 
Group; however, legacy access levels can not be added to Global Access Level Groups.
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2. Enter a Name for the global access level group.

3. Select the Assigned column for the desired ACMs (Doors & Elevators).
A       will appear in the Assigned column.

4. In the Time Schedule/Floor Group section, if desired, select a Time Schedule for each door from the
drop-down menu.
This setting applies a specific time schedule to the selected door.

5. If an elevator is selected, select a Floor Group for each elevator from the Time Schedule/Floor Group
drop-down menu.
The line item will appear red until a Floor Group is selected.
See page 6-9 in the DNA Fusion User Manual for information on creating floor groups.

6. If desired, configure the Escort Requirements or automatic Activation/Deactivation Dates. See pages
6-13 and 6-15 in the DNA Fusion User Manual for more information.

7. Click OK to close the Global Access Level dialog.
The Global Access Level Group appears in the Access Levels Browser.
Global Access Level Groups can be identified by the folder with the red access level icon.

Editing a Global Access Level Group
1. Right-click on the desired Global Access Level Group and select Properties.

2. The Global Access Level dialog opens.

3. Edit the Global Access Level Group.
To add a door or elevator: Click the Assigned column next to the desired ACM. A  will appear in the 
Assigned column.
To remove a door or elevator: If the group has access levels already assigned, a  will appear in the 
Assigned column. Click the     icon to remove the access level and a          will be displayed.

4. Click OK to save the changes.

Drag and Drop to Global Access Level
To drag and drop a door or elevator to an existing Global Access Level Group:

1. In the Hardware Browser, drag and drop the desired Door or Elevator to the Global Access Level Group.
The Select Time Schedules and/or Floor Groups dialog appears.

2. Select a Time Schedule and/or Floor Group from the drop-down menu(s).

3. Click OK.
The Global Access Level Group is assigned to the selected door or elevator.
The door or elevator appears under the Global Access Level Group object in
the Access Levels Browser.

Removing a Global Access Level Group
1. Right-click on the Global Access Level Group and select Remove Group from the context menu.

A confirmation dialog will appear.

2. Click Yes to confirm the deletion.
The access level group will be removed from the list.
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 � Add Cardholders and Cards

 � Create Personnel Groups

 � Add Cardholders to Personnel Groups

Personnel, also referred to as cardholders, are the people in the access control system who are assigned a 
card or credential to gain access to secured areas in a facility. This chapter instructs the operator how to add 
new cardholders, create personnel groups, and add cardholders to personnel groups. 

After an access card is assigned to the individual, the operator can add access levels to the card. For more 
information, see Step 7: Assign Access Levels.

Adding a Cardholder
1. Right-click in the Personnel Browser and select Add New Cardholder.

OR
Double-click on the All Cardholders object in the Personnel Browser.

A new Personnel Record opens.

The Personnel Record consists of three primary personnel tabs and one ID Badging tab, if the workstation 
is designated as a Badging Station in the Station Settings dialog.*

● Employee Info: Tab - General employee information.

● Employee Info: (Page 2) Tab - Personal employee information and custom fields.

● ID Badging Tab - Setup and printing of ID badges.

● Card Tab - Card information, settings, and access levels.

* If any Custom Field option is configured in the Personnel Properties, an additional tab will be present.

Double-clicking will not work if Expand on Double Click is enabled in the Personnel Tree 
Properties. See page 3-19 in the DNA Fusion User Manual for more information.!
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2. Populate the fields in each tab as needed. See pages 7-5 through 7-10 in the DNA Fusion User Manual.

3. To save the record, click the Update Cardholder button  on the Personnel Toolbar or right-click in
the Personnel Record and select Update.

Removing a Cardholder
When a cardholder is deleted, their record is moved so that the cardholder’s information is still retrievable 
but the cardholder is no longer visible in the Personnel Browser.

To delete a cardholder:

1. Select the desired cardholder.

2. Right-click on the cardholder and select Remove Cardholder.

3. Click Yes to remove the cardholder.

Adding a Card
To add a card to a Personnel Record:

1. Right-click in the Personnel Record and select Add Card from the context menu.
OR
Right-click in an existing Card Tab and select Add New Card from the context menu.
The Card Number dialog opens.

2. Enter the Card Number and click Set.
The new card will appear as an additional tab in the cardholder’s record.

Deleting a Card
When a card is removed from a record, the events are still retrievable but the card is no longer visible in the 
Personnel Browser.

To delete a card:

1. Open the Personnel Record and select the desired Card Tab.

2. Right-click in the record and select Remove Card from the menu.

3. Click Yes to delete the card.

It is very important to make sure that all personnel entries, whether new or simply changes 
to existing data, are saved (Updated) to the database before the information will be available 
for retrieval. If the information is not saved, it will be lost upon exiting the program.!
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Personnel Groups
Personnel groups allow you to organize cardholders into logical groups and assign default access level(s) 
to the group. As cardholders are added to the group, they are automatically granted access to the group’s 
default access level(s).

Creating a Personnel Group
1. In the Personnel Browser, right-click on the All Cardholders object and select Add New Group.

OR
Select Personnel / Add Personnel Group from the Main Menu.
The Group Properties dialog opens.

2. Enter a Group Name for the group.

3. If desired, enter a Description.

4. Click the Modify Levels button.
The Assign Access Levels dialog opens.

 � To add an access level: Click the Assigned column next to the desired Access Level. A will 
appear in the Assigned column.

 � To remove an access level: If the group has access levels already assigned, a will appear in 
the Assigned column. Click the      icon to remove the access level and a       will be displayed.

5. Click the OK button to add the access level(s) to the Personnel Group.
The Access Level(s) will appear in the Default Access Levels section. Continue until all the desired access
levels have been added to the Personnel Group.

6. Click OK.
The Personnel Group is added to the Personnel Browser.

Deleting a Personnel Group
1. With the Personnel Browser open, right-click on the Personnel Group and select Remove Personnel

Group from the menu.
A confirmation dialog appears.

2. Click Yes to delete the group.
The group is removed from the Personnel Browser.

If an Access Level is added to the Personnel Group after cardholders are already in the 
group, the existing cardholders will not automatically get the new access level(s). A prompt 
will appear to ask about assigning the new access to the existing group members. Click 
Yes to assign the new access level(s) to the group’s existing cardholders.!
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NOTES:
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Adding Cardholders to a Personnel Group
Cardholders can be added to personnel groups in several ways:

● Drag and drop
● Add User(s) to Group
● Auto-prompt
● Find Cardholder feature

Drag and Drop
1. Open the Personnel Browser and expand the All Cardholders object.

2. Drag and drop the cardholder from the Personnel Browser to the desired Personnel Group.
A confirmation dialog will appear if a default access level is already assigned to the personnel group.

3. Click Yes to apply the default access level(s) to the cardholder’s card(s) or No to add the cardholder to
the group without applying the access level(s).

Add User(s) to Group
Cardholders can also be added to a group by using the Add User(s) to Group function.

1. Right-click on the Cardholder(s) and select Add User(s) to Group from the
context menu.
Select multiple cardholders using the Control or Shift keys.
The Select Group dialog appears.

2. Select the Personnel Group from the drop-down list and click OK.
A confirmation dialog appears.

3. Click Yes to add the default access level(s) or No to add the cardholder to the
group without adding the access level(s).

Adding a New Cardholder
If a cardholder’s record is updated or closed without adding an access level, and one or more custom 
personnel groups have been configured, DNA Fusion will prompt the user to add the card to a personnel 
group. 

1. Add a new cardholder and Update the record.
A confirmation dialog appears.

2. Click Yes to add the card to a personnel group.

The Select Group dialog opens.

3. Select the Personnel Group from the drop-down menu.

4. Click the OK button.

5. Click Yes to add the group’s default access level(s) to the cardholder.
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Adding a New Card to a Cardholder Assigned to a Personnel Group
If a new card is added to a cardholder that already belongs to a personnel group, DNA Fusion will prompt 
the user to apply the group’s default access level(s) to the new card.

1. After the new card is added, right-click in the Personnel Record and select Update.
A confirmation dialog appears.

2. Click Yes to assign the default access level(s) to the new card or No to add the card without the access
level(s).

Using the Find Cardholder Feature
Operators can search all cardholders in the system to add a specific cardholder to a personnel group by using 
the Find Cardholder feature.

1. Right-click on the Personnel Group and select Add Cardholder to Group from the menu.
The Find Cardholder dialog opens.

2. Enter the search criteria (First Name, Last Name, Card Number) and click the Find button.
The % sign acts as a wildcard.

3. Select the cardholder from the Results field and click Add.
A confirmation dialog appears.

4. Click Yes to add the default access level(s) or No to add the cardholder to the group without the access
level(s).

Removing Cardholders from a Personnel Group
1. Right-click on the cardholder in the Personnel Group and select Remove Cardholder from Group from

the context menu.
A confirmation dialog appears.

2. Click Yes to remove the cardholder from the group.
The cardholder is removed from the group; however, the group’s default access levels are not removed
from the card.
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 � Assign Access Levels to Cards

 � Assign Default Access Levels to Personnel Groups

Before a cardholder can access an entry point, they must be assigned a card(s) containing the appropriate 
access level for that cardholder. The access level defines what entry points the cardholder has access to and 
what times he/she will be granted access. Other types of access credentials, such as fobs, are referred to as 
“cards” throughout the system and documentation. For information on creating access levels, see Step 5: 
Create Access Levels.
This chapter covers assigning access levels to cards and personnel groups. DNA Fusion offers a variety of 
paths to perform these actions.

Assigning Access Levels to Cards
To assign access levels to a card(s), use one of the following methods:

● Add to an individual card from the Personnel Browser or Personnel Record
● Drag and drop to an individual card
● Copy active card access information
● Add the cardholder to a personnel group with default access levels

Individual Card 
The operator can assign access levels to an individual card from the Personnel Browser or the Personnel 
Record. An access level can also be dragged and dropped to a cardholder or individual card.

From the Personnel Browser
1. From the Personnel Browser, right-click on the desired Card object and select Modify Access.

The Assign Access Levels dialog opens.

Two additional options, Temporary Access Level Upgrades and Precision Access Levels, are 
described in Chapter 7 of the DNA Fusion User Manual.

If this option is unavailable, verify that the card record has been Updated.
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● A green check  in the Assigned field indicates that the access level is already assigned to the 
cardholder.

● A red minus sign       in the Assigned field identifies that the access level has been marked for removal 
from the card.

● A blue plus sign        in the Assigned field indicates that the access level will be added to the card.

2. Locate the Access Level(s) in the list.
If needed, enter criteria in the Search Access Levels field or filter the displayed access levels by specifying
Assigned, Unassigned or by selecting an individual controller.

3. Click the Assigned field next to the desired Access Level(s).
A blue plus sign appears next to the Access Level(s).

4. Click the OK button.
The Access Level(s) are added to the card.

From the Personnel Record
1. Select the desired Card Tab from the Personnel Record.

2. Right-click inside the Access Levels section and select Add/Remove/Modify Access from the menu.
The Assign Access Levels dialog opens.

● A green check  in the Assigned field indicates that the access level is already assigned to the 
cardholder.

● A red minus sign       in the Assigned field indicates that the access level has been marked for removal 
from the card.

● A blue plus sign        in the Assigned field indicates that the access level will be added to the card.

3. Locate the desired Access Level(s) in the list.
If needed, enter criteria in the Search Access Levels field or filter the displayed access levels by specifying
Assigned, Unassigned or by selecting an individual controller.

4. Click the Assigned field next to the desired Access Level(s).
A blue plus sign appears next to the Access Level(s).

5. Click OK.
The Access Level(s) are added to the card.

6. Download the changes to the controller.
See page 7-4 in the DNA Fusion User Manual for more information on downloading.

Drag & Drop the Access Level
1. Open the Personnel Browser and the Access Levels Browser and expand the objects.

2. Drag and drop the Access Level to the desired Card or Cardholder.
If the cardholder has multiple cards, the access level will be assigned to each card.
A confirmation dialog appears.

3. Click OK to confirm the addition.
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Copy Card Access
DNA Fusion provides many ways to distribute access levels, including copying another cardholder’s access 
or duplicating the cardholder’s access to another card.

Copy Another Cardholder’s Access
The operator can copy one cardholder’s access level(s) to another cardholder. This will give the cardholder 
the same access as the selected cardholder.

To copy another cardholder’s access, use one of the following three methods:
● With a Personnel Record open, drag the card with the desired access into the Access Levels section

of the Card Tab.

1. Open the Personnel Record that needs the new
access and select the Card Tab.

2. In the Personnel Browser, expand the cardholder
with the desired access to reveal the card object(s).

3. Drag the card with the desired access to the Access
Levels section of the card that needs the access.
The Access Levels are added to the card.

4. Right-click in the record and select Update.

● From the Personnel Record, right-click in the Access Levels section and choose the card with the
desired access.
1. Open the Personnel Record that needs the new access.

2. Select the Card Tab for the card that needs the access.

3. Right-click in the Access Levels section, select Copy Access Levels From Card, and select the
card with the desired access level(s).

If the card number is grayed out, verify that the record has been Updated.
The access level(s) is added to the card.

4. Right-click in the record and select Update.

● In the Personnel Browser, drag the card with the desired access to the other card.
1. From the Personnel Browser, expand the cardholder with the desired

access to reveal the card.

2. From the Personnel Browser, expand the cardholder that needs the access
to reveal the card.

3. Drag the card with the desired access to the card that needs the access.
A confirmation dialog appears.

4. Click Yes to copy the access levels to the card.
The access levels are added to the card.
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Copy Active Card Access Information
This option automatically copies the access level information to a newly added card from the active card  
already assigned to a cardholder. 

1. Right-click in the Personnel Record and select Add Card from the context menu.
OR
Right-click in an existing Card Tab and select Add New Card from the context menu.
The Card Number dialog opens.

2. Enter the Card Number and click Set.
A new Card Tab appears in the Personnel Record.

3. Right-click in the Personnel Record and select Update.
OR
Click the Update Cardholder button on the Personnel Toolbar.
The access levels are added to the new card.

Add Cardholder to Personnel Group
If a cardholder is added to a personnel group that contains one or more default access levels, DNA Fusion will 
automatically prompt the operator to add the access level(s) to the cardholder’s cards. For more information, 
see page 6-5.

This feature requires the operator to set a flag in the DNA Properties / Personnel Properties. 
From the DNA Properties dialog, select the Personnel Properties option and check the 
Copy Active Card Information to New Card option.
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Managing Personnel Groups and Access Levels
DNA Fusion provides a number of options to manage a personnel group’s access levels. Operators can:

● Assign a default access level or access level group to a personnel group
● Add an access level or access level group to cardholders already in a personnel group
● Remove a default access level from a personnel group
● Remove an access level from the cardholders in a personnel group

Assigning a Default Access Level
When a default access level is assigned to a personnel group and a cardholder is added to the group, the 
cardholder is automatically granted access to the default access level assigned to the group.

1. From the Personnel Browser, double-click on the desired Personnel Group.
OR
Right-click on the Personnel Group and select Properties.
The Group Properties dialog opens.

2. Click the Modify Levels button.
The Assign Access Levels dialog appears.

 � To add an access level: Click the Assigned column next to the desired Access Level. A  will 
appear in the Assigned column.

 � To remove an access level: If the group has access levels already assigned, a  will appear in 
the Assigned column.

Click the      icon to remove the Access Level and a        will be displayed.

3. Click the OK button to add the Access Level(s) to the Personnel Group.
The access level(s) or access level group(s) appear in the Default Access Levels pane.

4. Click OK.
If an Access Level is added after cardholders are already in the Personnel Group, a dialog will appear to
confirm the addition of the new access level to the group members’ cards.
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Adding Access Levels to Cardholders in a Personnel Group
Operators can add access levels to existing cardholders in a personnel group using one of two methods: 

● Drag and drop an Access Level to the Personnel Group
● Use the Add Access Levels to Group Members option

Neither method will permanently add the access level to the personnel group. See page 7-5 for more 
information on configuring personnel groups with default access levels.

Drag and Drop
1. Open both the Personnel and Access Level Browsers and expand the objects.

2. Select an Access Level and drag and drop it to the selected Personnel Group.
A confirmation dialog appears.

3. Click Yes to confirm the access level.
A confirmation dialog will be displayed.

4. Click OK to confirm the addition.
The Access Level is added to all the cards currently assigned to the group.

Add Access Level or Access Level Group to Personnel Group Members
1. From the Personnel Browser, right-click on the desired Personnel Group.

2. Select Access Levels / Add Access Levels to Group Members.
The Assign Access Levels dialog opens.
If needed, enter criteria in the Search Access Levels dialog
or select an individual controller.

3. Click the Assigned field next to the desired Access Level(s).
A blue plus sign        will appear next to the Access Level(s).

4. Click Yes to add the access level(s).
The Access Level(s) are added to the cards of the cardholders currently in the Personnel Group.
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Removing Access Levels from a Personnel Group
Operators can remove access levels from a personnel group using one of two methods: 

● Remove a default access level from a personnel group

● Use the Remove All Access from Group Members option

Removing a Default Access Level from a Personnel Group
1. From the Personnel Browser, right-click on the Personnel Group and select Properties.

The Group Properties dialog opens.

2. Click the Modify Levels button.
The Assign Access Levels dialog appears.

 � To remove an access level: If the group already has access levels assigned, a         will appear in 
the Assigned column.
Click the        icon to remove the access level and a          will be displayed.

3. Click the OK button to remove the access level(s) from the Personnel Group.
The access level(s) are removed from the Default Access Levels panel.

4. Click OK.
If an Access Level is removed after cardholders are already in the Personnel Group, a dialog will appear
to confirm the removal of the access level from the group members’ cards.
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Remove All Access Levels from the Personnel Group Members
1. From the Personnel Browser, right-click on the desired Personnel Group.

2. Select Access Levels / Remove All Access Levels from Group Members.
A confirmation dialog appears.

3. Click Yes.
All access levels assigned to the group members’ cards are removed.
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 � Generate the Report

 � Print or Export the Report

The Reports feature in DNA Fusion is a user-friendly tool used to generate a detailed account of information 
gathered by the program. Reports are highly customizable and allow the operator to tailor data for a specific 
purpose. This section provides instructions for generating default reports and includes a list of Hardware 
Settings reports that may be useful when bringing the system online. However, it is an optional step.

Generating a Report
DNA Fusion offers a large selection of default reports, which are available from the Reports tab of the Main 
Menu. For descriptions of each report, see pages 17-1 and 17-2 in the DNA Fusion User Manual.

1. Select Reports from the Main Menu.

2. Select the desired report from one of the menu categories.
For example, to open a Doors report, select Reports / Hardware Settings / Doors from the Main Menu.
The DNAFusion Report Parameter Configuration dialog appears.

3. Complete the Report Header information:

● Operator - The operator who is currently logged in. (Auto-populated)
● Owner - The person who requested the report.
● Custom Description - A general description of the report.
This information will appear on the report banner on the first page.

If Enable Tenants (Segregation) is checked in the DNA Properties dialog, an additional tab 
labeled Tenants will appear in the Report Parameter Configuration dialog. The operator 
can only filter the report by tenants assigned to their operator profile. See page 4-14 in 
the DNA Fusion User Manual for more information. 



Custom reports can be created if the operator wishes to save a frequently used report 
configuration. For more information, see page 17-5 in the DNA Fusion User Manual.
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4. Use the tabs to configure the remaining Parameters for the selected report.
Each tab will display a separate dialog with a list of items.
For tabs with multiple attributes, the list can be sorted by the different columns by clicking on the
column header. An asterisk (*) designates the active sort field.

5. Click OK.
The selected report will generate in the data window.
Once a report is open, the Reports options in the Main Menu change to allow the user to reconfigure the
report. To edit the parameters of an open report, select Reports / Parameters from the Main Menu.

Hardware Settings Reports
The following Hardware Settings reports are available in DNA Fusion by default: 

● Sites - Displays site and station information as well as the number of controllers and subcontrollers
attached to each site. Also reports whether the station is a Badging Station.

● Channels - Shows all channel information for the site(s), including the Channel Description and Type.
● Controllers (SSP) - Provides information for the selected controller(s), such as the Controller Type,

Connection Type, and and IP Address.
● Controllers DST Settings - Displays the Daylight Savings Time settings for the selected controller(s).
● Sub-Controller (SIO) - Reports the subcontroller’s model, address, and channel.
● Monitor Points - Displays the monitor point’s properties, including circuit type and log specification.
● Control Points - Shows the control point’s properties as well as momentary time and normal state.
● Readers - Reports the reader properties, including mode, type, and card format information.
● Elevators - Displays the elevator information, including maximum floors and associated hardware.
● Cameras - Provides information on the cameras programmed into the system.
● Monitor Point Groups (MPG) - Displays the address and description for all MPGs in the system.
● Card Formats - Shows which card formats are stored in the selected controller(s).
● Doors - Displays the door information, including associated hardware.
● Door Contacts - Displays the door contact information for all doors in the system.
● Request to Exit - Provides the REX information for all doors in the system.
● Door Strikes - Shows the lock information for all doors in the system.
● APB Doors - Reports information for all doors and access areas using Anti-Pass Back in the system.
● ASSA and Allegion Doors - Displays information for all ASSA and Allegion doors in the system.

If desired, the operator can print or export the report. See pages 17-7 and 17-8 in the 
DNA Fusion User Manual for more information.
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